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Abstract—Internet of Things (IoT) security challenge is
Overwhelmed with cryptograph. In our proposed work, we have
Introduced NEGOM (Neural Elliptic Galois cryptography). It
conveys the medical information about the particular patient
carefully and reaches the destination with the user authentication.
Initially, a secure Neural Elliptic Galois (NEG) cryptography
technique is used to encrypt the confidential details from these
networks.
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I. INTRODUCTION

In IoT, objects have an interface without any intervention
of humans. Healthcare, transportation, automotive industries,
electric meters are some applications of internet of things. The
multiple folds of the concept of Internet of Things is complex
and includes distinct technologies and services. IoT is an
advanced generation of statistics network which understands
machine-to-machine communication. The sensor network
machinery and Radio Frequency Identification (RFID)
increases to encounter the entities surrounding on the network,
in  which communication and information system
imperceptibly entrenched in the environment.

RFID technique supports tracking physical entities in sharp
boundaries but restricts the deployment elasticity and sensing
capacity. In healthcare, traffic, environmental, and industries,
monitoring is done by WSN. The digital shadow labeled the
approach of objects utilized in apparatus, services,
infrastructure, and nodes in a particular situation, which can
support customers to connect several entrance points into the
real internet starved of losing a strong opinion on the
information. The IoT contains many little materials associated
together to design a collaborative calculating situation.

Two-way authentication scheme is used for protecting the
data within IoT. The authentications executed through an
entirely legitimate Datagram Transport Layer Security (DTLS)
and utilized to support affordable energy, memory overhead,
end-to-end latt?ncy and message integrity which creates a
possible secunly result for the developing IoT. WSN is
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essential to deal with different security challenges, for
example, making of the protected network among a node and a
web host. Social Internet of Things (SIoT) is based on social
relationship among objects. This technique is used to discover
the capability of humans and devices for selecting their
objects. Modern RFID system, security machinery can
improve with a concentration on cryptographic protocols [5].

II. RELATED WORK

Works on Elliptic Curve Cryptography (ECC) processor
[2] has the ability of operation modes both parallel and series
that has a single architecture for cryptosystems and fulfills
realistic security applications with the help of comprehensive
cryptographic functions. In order to provide maximum output
and to have energy adaptive secure computing with high power
performance a typically advanced field inversion method and
the scheduler-controlled data path are integrated into the
processor [4]. -

User has to go through a verification procedure in order to
gain authorization to access the remote services. This will
allow them for legal resource acquisition and exchange of data
authorization. The systems based on ECC are an alternative to
conventional public key cryptographic systems [7].

In residue number system, the representation of secret
helps in the reduction of secret projection and increases the
speed of realization of sharing and restoration of secret.

Elliptic Curve Cryptography [1], has become an attractive
choice today as it allows smaller key length. Previously, for
key sizes 131 and 13 bits, an ECC based encryption engine has
been implemented in Field Programmable Gate Arrays
(FPGA).

III. EXPLANATION

A secret key dor public key that is generated by the data
owner is used to access the authorized data user. Generating
public and private key is an integral part. A pair of keys is
developed for this process. Here Elliptic curve (EC) algorithm
is used to obtain keys [6].

Data user register with data owner to get autpeptication for
data retrieval. Data owner generates key with elliptic curve key
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ABSTRACT

Marketers try to understand the behavioral aspects of the consumer by undertaking research
So that they could reorient their policies and strategies in such a way that the consumer can be
brought closer to their idea of his personality. In the recent years, the internet has established
itself as a new medium for e-marketing consumer. However, most websites on the internet
today do not focus on building e-trust as part of an ongoing relationship with their customers.
Many websites act merely as self-service catalogues, not surprisingly, they convert few of
their visitors into purchasers suffer low customers retention, primarily because they failed to
convert visitors into sales. The purpose of this study is to investigate on what bases the
consumer decides to choose a particular website for online shopping hereafter - in terms of
their beliefs regarding risk, value and benefits of online shopping, attitudes towards the
online purchase, and buying intention through the Internet in the context of online shopping
in INDIA.

c
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1. INTRODUCTION

Regarding consumer behavior on the internet, Joon Moon (2004) noticed that consumers

focus on product purchasing and information gathering and Lain & Lin (2007) found

consumer search for online services such as : e-marketing, online banking, investing and e-

payment. Later onMelao (2008) suggests that it was only in the 1990’s, primarily via the

internet, that e-business has emerged as a core feature of many organizations.

The internet and web development have been the most exiting developments in the field of
information and communication technology in recent years. With increasing internet access,

the use of e-commerce by the population is booming globally and locally in India. “The of
mobile internet users in India is estimated to reach 420 million by June 2017 with rural India
growing at a much higher rate than urban India says a published by Internet and Mobile
Association of India (IAMAI) & market research firm IMRB. According to a report titled
Mobile Internet in India 2016, there were 389 million mobile internet users in India as on
December 2016.” Economics Times, May 02: 2017. '

The internet is a fairly new and considered to be innovation that requires individuals to learn
new skills in order to use the technology. Diffusion of innovation theory is applicable to
understanding online consumer behaviour. Consumers who are used to shopping in brick-
and-mortar stores may have difficulty in changing habits and shopping online (kaufman-
Scarbor'ough and Lindquist, 2002). On the other hand, consumer who have level of
innovativeness may more likely to shop online. Consumers who are innovative are
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Abstract— Recently, improvement of the internet usages,
huge amount of multimedia data is transmitted through the
network. The encryption method is introduced to secure the
multimedia data for improve individual privacy, copyrights
and other security reasons. In this paper proposed the LCA
algorithm for chaotic logistic map based image encryption.
Trendy this map of logistic parameter tuning is attained with
the help of the LCA algorithm, The LCA algorithm is working
based on the competition of sports teams in a league match.
Various People as game groups contend in a league match for a
few weeks; founded on the LCA - process, logistic maps are
tuned. The proposed algorithm for encryption is process
constructed scheduled the two tasks such as confusion in
addition diffusion. In confusion, produce the cipher image
from the plain image by conversion. Second, the diffusion
Procedure is developed to diffuse the sequences equally. Here,
the logistic maps parameters are taken as the encryption key.
To prove the secure and reliable of the technique of proposed
which is executed in the MATLAB and simulation results and
performance analysis are described popular in paper. The
presentation of proposed technique be there analysis through
the way, statistical test and security test which is competitive
with other freshly developed image encryption algorithm. To
prove the efficiency of the proposed method which paralleled
with the existing methods such as Firefly Algorithm (FA) and
Particle Swarm Optimization (PSO) respectively.

Keywords— LCA, diffusion, confusion, plain image, cipher
image, league)

I.  INTRODUCTION

The processing abilities of smart’ gadgets takes been
developed for occasioned in the intellectual internet of things
(ToT) surroundings, which is normally enable the connecting
node towards collect, observe and anatomize required data
from their backgrounds in addition respond respectively [1].
The development of the IoT technologies need to concentrate
security constraints of multimedia data like as images in
addition videos. The security constraints of the multimedia
data is a severe problem in the IoT technologies [2, 3]. The

multimedia data’s are secured by the utilization of the many

image encryption techniques is developed by the researchers,
The primary techniques of the International Data Encryption
Algorithm (IDEA), Data Encryption Standard (DES),
Advanced Encryption Standard (AES), in addition Rivest—
Shamir-Adleman (RSA) remains utilized to encrypt the
image since of huge data necessity and correlation also high
amid pixels of adjacent in the image [4]. To obtain the

- mAane ACPY Flenimm .

Noida, India
ssom@amity.edu

MN0033041 9@techmahindra.com

Generally, techniques of image encryption is divided into
non-chaos technique and chaos based techniques. The non-
chaos technique has the many efforts for the image
encryption technique [6]. In 1970, the chaos theory is
developed for various research domain like as mathematics,
engineering, physics and biology so on [7). The chaos
system is divided into the two parts based on the dimension
division which are high dimensional system and one
dimensional system [8]. From that, the high dimension
chaotic system have the multiple parameters so it is high
difficulty in addition best chaotic characteristics produce its
unpredictable of chaotic orbits [9]. Contrasted with the
chaotic system of high dimensional, the single dimensional
system have the humble structure for implementation process
which also have the drawbacks of the shorter of limited
chaotic ranges and susceptibility for attack.

However, in modemn years, numerous researches stand
developed optimization techniques aimed at image
encryplion based chaotic systems. Even though, the chaos
based methods are not suitable for tuning the logistic maps to
encryption of image [10]. The implementation, various
optimization algorithm be utilized for instance a sector of the
image encryption. The existing of the optimization
techniques of Genetic Algorithm (GA) [11], Ant Lion
Optimization (ALO) [12], Firefly Algorithm (FA) [14] , Ant
Colony Optimization (ACO) [13], in addition Gravitational
Search Algorithm (GSA) [15] respectively for image
encryption techniques. From the above techniques, FA have
drawbacks of firefly are randomly moved which is decrease
the fitness function and also affects the performance. In ACO
algorithm, the convergence is good but the convergence time
is an uncertain function. In the GA algorithm, the objective
function and operator’s designing part is difficult in the
image encryption process. To overcome the above

drawbacks, the proposed method will be developed and
designed.

The remaining part of the paper be prearranged surveys,
the associated effort of the image encryption based on chaos
stands obtainable in the segment 2. The background
information of the chaos system and LCA algorithm is
mentioned in the section 3. The proposed method and
process of the efficient algorithm is explained in the section
4. The performance outcomes are presented in the sector 5.

In the section 6 contains the conclusion part of the paper.

II. LITERATURE REVIEW

, In this research is focused to design the chaos based image
encryption which the images are converted in to the logistic
maps, Khadijeh Mirzaei Talarposhti et al. [16] have
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SECULARISM IN INDIA
Prof. (Dr.) T.P.S. Rathore’

ABSTRACT

In India, the idea of secularism is present in every public debates and
discussions, yet there is always something very confusing about the state
of secularism in India. One hand, every politician swears by it. Every
political party professes to be secular. Same on the other hand, all kinds
of anxieties and doubts beset secularism in our country. Secularism is
questioned not only by clerics and religious nationalists but by some
politicians, social activists and even educationalists. In India, the idea of
secularism is present in every public debates and discussions, yet there is
always something very confusing about the state of secularism in India.
One hand, every politician swears by it. Every political party professes to
be secular. Same on the other hand, all kinds of anxieties and doubts beset
secularism in our country. Secularism is questioned not only by clerics
and religious nationalists but by some politicians, social activists and even
educationalists. As the Supreme Court observed, “The term 'Secular' has
advisedly not been defined presumably because it is a very elastic term
not capable of a precise definition and perhaps best left undefined.” The
apex court itself declared in no uncertain terms that secularism is part of

the basic structure of the Constitution.
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Abstract—In  today’s world duc to advancement in
computer related technology lot of innovation were emerging in
the field of communication and data transmission. This pays
the way for the development of the concept IoT. In the
proposed work a live monitoring system is developed based on
ToT. Security risk is the major issues in the IoT related systems.

¢ Se, for uchieving improved security in IoT enabled system the

L ' proposed work is designed. ECC is widely used technique in

r‘ ToT for securc transmission of data. In spite of it there is

possibility of occurring some security error as well as this
technique is tricky and complex to implement effectively. For
solving this issue, an ASO based ECC is developed for security
enhancement. This ASO helps in improving the efficiency of
ECC and assist in selecting the best key to perform the process
of encryption and decryption. Because the key generation is
optimal for achicving better security. Based on the simulation
results obtained through implementation the performance of
the proposed system is analysed. The statistical mcasurcments
like encryption time, entropy and PSNR were evaluated and a
contrast is made with the existing method. The encryption time
for the proposed method is 2.7384 secc, it is very less when
compared to the other existing method.

Keywords—ASO, encryption, decryption, live monitoring, key
generation, securify.

1. INTRODUCTION

Recently, developing devices based on IoT (Internet of
.\ Things) is gathering more and more attention by the people.
Jt scems to be an emerging field in the IT technology. IoT is
referred to as connectivity among any entity through wireless
networks [1]. The main function of IoT is to gather the data
that is analysed through sensors. These sensors will be
integrated with certain sort of wireless metwork such as
ZigBee, Bluetooth, Wi-Fi etc. They again transfer the
gathered data to larger network such as intemet network
gateways. It was roughly estimated that around 50 million
IoT based connected devices will be designed before the year
2020 [2]. By means of loT the virtual demonstration and
phygxcal world can be connected to each other. Due to its
ability to connect virtual demonstration and physical world it
gains diverse application in lots of domains which includes

smart agricultural, smart cities, smart home, smart indus
) ) ndu
smart healthcare etc. [3]. i

Because of existing numerous application o
rqscarchers are focusing this area forp ’c)anying ll\xelirI oreTseI:;]cgny
Till loday‘many researches were made in the field of lIoT ami
many devices were designed using the concept of 1oT [4, 5]
The monitoring of specified area has become mandato \ i '
every fields such as companies, industry, roads, hos;)}i'ta;‘
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military camps etc., because malpractice may be prevailing
or some sort of emergency service may be required. So, for
the purpose of protection and to gather information regarding
the happening in specified arca the monitoring devices can be
utilized [6]). Through monitoring the behaviour, activity or
other changes in the specified space can be noticed. Using
this monitored information the protecting. mamsgeg and
directing can be achicved [7, 8]. Many devices were existing
nowadays for capturing and monitoring the activity n a
specified area. The widely used electronic device for
monitoring includes CCTV camera.

The main drawback in this device is large number of
camera cannot be connected and mass storage devices 1s
absent. They can be used only for limited area [9]. To
overcome these drawback the real- time monitoring based on
JoT was developed. Using the gathered information from live
monitoring the respond to an activity can be made quickly.
The important information can be gathered at higher firmness
[10]. The live monitoring devices captures the video for
every 24 hours and transmit it to another devices for
visualization via the wireless network like Wi-Fi. During
transmission there is possibility of potential risk which may
be caused by the attackers or hackers [11]. There are many
attacks caused by the attackers such as denial of service
attack, Sybil attack, sinkhole attack, malicious code injection
etc. These attacks either damages the devices or causes
misuse to the privacy information [12].

So, in order to protect the 10T based devices from these
attacks some sort of security management system must be
included. These security management system will help in
enhancing the security of the IoT devices. For improving the
security of IoT devices the acquired video can be encrypted
using the cryptography techniques. In cryptographic -~
technique the key generation is found to be significant [13].
The best optimal key must be generated for attaining better
security. The key generation is performed through
optimization algorithm. There are lot of optimization
algorithms used for key generation such as grasshopper
optimization (GSO) [14], genetic algorithm (GA) [15),
particle swarm optimization (PSO), oppositional harmony
search optimization (OHSO), opposition based flower
pollination (OFP), and ant lion optimization (ANO) ctc. But
these algorithms does not achieve optimal key generation.
S0, 1o solve this problem atom search optimization (ASO) is
developed in the present work., With the assist of the
generated keys the process of encryption and decryption will
be carried. Despite of performing cryptographic technique for
security enhancement, the live video captured on a particular
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ABSTRACT .

Clo . . . ? " , ,
Major chan ud compuling is very important platform in today’s scenarios which can leads to

achiepe buq'%(:qfoth ;vilhin n.nd across enterprises. Cloud mfnpuling is used ir? businefses to
Catise Of‘lhc ;I és:;" §. Pub{:c Clouds have been pnpuln'r with small and m'cdlmm businesses
Capital cxpene Ou. rmnom‘u’s and expense pattern. Businesses ll-ml are unwilling fo spend on
doud scr.'gicc\cs j:’n ;mrv.‘hnsm.g new IT hnrd.wnrn and software f-m” also prefer pul')ltc clouds. A
on the fnte C’rm. e public, private, or a h:l/brzd of the two. A public cloud offers services to anyone
Sales for, rnet. Some .nj' the Imdm.g ,mb.hc cloud prnlwders are Amazon web services, F;o?gle and
datn‘ Ccn(;c‘-mm. A prwn!c_ clczud is m.t internal IT infrastructure ,usually located within user’s
-enter. It offers application services to a limited number of users within one or few related
Or8anisations. Like a public cloud, the infrastructure is shared by multiple uses and each other gets
"BSOlfrces @s and when he/she requires. Research paper describes Small and Medium business uses
public cloud often come across several concerns during their use. SMBs have made cloud as their
ﬁfo.W default choice for IT Services or Infrastructure. Another benefit is the availability of
“PPIIFaHons that were earlier expensive to buy and install ‘in-house. These include Customer
relation management (CRM) and Enterprise Resource Planning (ERP) applications which are
1now available on public clouds as a pay -per-use model.

Keywords: Map Reduce, Hadoop, Sharding, SMBs.

1. INTRODUCTION :

Cloud Computing is totally based on Internet and considered as the next phase
in the development of the Internet. Cloud computing comprises a virtualised pool of
infrastructure resources with applications and services that can be used directly through
a self service portal. Three main users of cloud computing are end user, business
management user and cloud service provider. One of the user is business management
user which takes the responsibility of the cloud data and services. Cloud computing
utilises the cloud that provides the mechanism to offer services as per the user’s need at
any location and any time. Business leaders utilise and evaluate cloud services offered by
their partners. Cloud computing allows organisations to treat their resources as a pool
and not as independent resources.

2. OBJECTIVE OF CLOUD COMPUTING IN BUSINESS :

Cloud computing is used in businesses to achieve business goals. The type of
cloud service that business organisations want to use totally depends upon the kind of
requirement and the nature of their business. Public clouds are famous with small and
medium businesses because of the cloud economics and expense pattern. Most
businesses will also prefer public clouds.

The benefit applies for all business verticals whether it is technical or non
technical. Large organisations that want to start businesses worldwide and enter global
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Abstract:

Artificial Intelligence (Al) is practically apply in all commerce and notable labors be able to witness in our routine life.
E.g. chat bots, smart cars, loT devices, healthcare, banking, and logistics and many more. Simple examples for the use
of Al'in day to day life are Alexa and Siri which are ready to assist to ease the work. They can be illustrated as
consumer Artificial Intelligence powered smart assistants. They are of help that requires unskilled tasks of an
individual's life, thus one be capable of centering significant stuff. But, have we ever thought that Al can infiltrate the
limitations of the by hand encumbered legal processes as well? Can it help professionals and advocates with
mechanization, by sinking their time on repetitive responsibilities? Taking about why and how Al and law connects, the
prime reason for the same is to craft inventive applications to computerized routinely procedure or working related to
legal matters. Artificial intelligence and the law cannot go hand in hand that too with synchronization. There coulq .be
many reasons, on among them could be immensely diverse attribute. In the current era, almost every legal practmo.ner
is making use of Artificial intelligence in their day to day carry out procedures in which e-cour.ts and use of.software S
are common which helps them to complete their responsibilities effectively and efficiently. This paper provides a
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